RUNNING CM/ECF WITH JAVA™ WEB START
AT THE US COURT OF APPEALS FOR VETERANS CLAIMS

Background

Historically, the CM/ECF application has been run as a Java Applet as part of the web browser on your
system. However, most browsers either no longer support running Java Applets or do so only in a limited
way. As of the publication of this document, current versions of Google Chrome, Mozilla Firefox and
Microsoft Edge will not run Java Applets, and only some versions of Microsoft Internet Explorer do so
consistently.

To work around these limitations, CM/ECF was modified to take advantage of a feature of Java called Web
Start, which is a component of the Java software already installed on your system if you are a CM/ECF
user. Essentially, it allows the CM/ECF application to be run outside of a web browser’s environment,
directly by the Java software on your computer.

You will still access CM/ECF by navigating to http://efiling.uscourts.cavc.gov and following the appropriate
link there to log in, but the process after that will be slightly different if using Web Start.

This document describes the necessary steps you will need to perform first to ensure your Windows
computer can use Java Web Start for CM/ECF at the US Court of Appeals for Veterans Claims.

Configuring Windows 10 for Java Web Start

Download and install the latest Java

It is recommended that you both install the latest version of Java and remove all older versions from
your system. To do so, open your web browser (Internet Explorer, Firefox, etc.) and open the
following link to Oracle’s Java update & removal tool and follow the instructions there:
https://www.java.com/en/download/uninstallapplet.jsp

Download  Help

Java Versions on Your Computer

o You have the recommended Java installed
‘ersion 8 Update 74

Out-of-date versions of Java were found and should be

uninstalled:
X lava & Update 65 (64-hit)
X lava & Update 66
Edlit this list

Uninstall Selected Versions Cancel

Uninstall Not Needed for these Versions Now
Java(TM) & Update 113 secure
Java(TM) & Update 113 (64-hit) secure
Java 8 Update 71 secure
Java 8 Update 74 currently in use, secure
Java B Update 74 (64-bit) secure

Note: Uninstalling out-of-date versions of Java may cause some older Java
appiications to no IoNGer run. More infarmation

If you are certain that you must retain older versions of Java you may install the newest version
by navigating to https://www.java.com/en/download/winl0.jsp and installing it, without
removing the older version, however this situation may have unpredictable results, and the US
Court of Appeals for Veterans Claims cannot assist in troubleshooting such a situation.
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Configure Java to recognize and permit JNLP files to run and add the Court's site to the
exception list

{“s

1. Click on the Windows button and search for “java”. Click on Configure Java.

Al Apps  Documents
Best match

] Configure Java

App
Apps .
Configure Java
®  Check For Updates App

®  About Java

Search the web I Open

A java - See web results Run as administrator

A java download Open file location

P javascript = Pin to taskbar

0 T Uninstall
A java update

Command

java

Websites

® Visit Java.com

I
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2. Click on the Advanced tab, and then scroll down until you see the title JNLP File/MIME
Association. Check the button for Always Allow and click Apply.
Java Control Panel

General Java Security

Default Java for browsers -
{--1| Microsoft Internet Explorer

[ Mozila family

Shortout Creation

() Always allow

() Always allow if hinted

(") Prompt user

(@) Prompt user if hinted

('j NE'u'lLa"DW

(" INLP File/MIME Assodation

B O Always allow

(") Prompt user

() Never allow

(@) Install if hinted
() Install if shortcut created
() Install if hinted and shortcut
() Never instal
Execution Environment Security Settings
-] Allow user to grant permissions to signed content
-] Show sandbox warning banner
-] Allow user to accept JNLP security requests
-[w] Don't prompt for dient certificate selection when no certificates or only one exists
--[w] Warn if site certificate does not match hostname
-] Show site certificate from server even ifitis valid
Mixed code (sandboxed vs. trusted) security verification
i--{@) Enable - show warning if needed w




Click on the Security tab and Edit Site List to add the Court's site to the java exception list.
Java Control Panel

Advanced

[“]Enable Java content for browser and Web Start applications

General Java

Security level for applications not on the Exception Site list
(OVery High

Only Java applications identified by a certificate from a trusted authority are allowed to
run, and only if the certificate can be verified as not revoked.

@High

Java applications identified by a certificate from a trusted authority are allowed to run,
even if the revocation status of the certificate cannot be verified.

Exception Site List
Applications launched from the sites listed below will be allowed to run after the
appropriate security prompts.

https://efiling.uscourts.cavc.gov A

v [ Edit Site List...

Restore Security Prompts =~ Manage Certificates...

Cancel =~ Apply

4. Click Add.
5. Type "https://efiling.uscourts.cavc.gov" in the space next to the red ! and click OK and OK.

Make sure the spelling is exact.

Exception Site List X

Applications launched from the sites listed below will be allowed to run after
the appropriate security prompts. -

...Location /

.https://efiling.uscourts.cavc.gov A

Add Remove

“FILE and HTTP protocols are considered a security risk.
We recommend using HTTPS sites where available.

\ Cancel
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Logging in
From the Court's main site, click E-File Here. Or go to https://efiling.uscourts.cavc.gov/
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UNITED STATES COURT OF APPEALS e
Clerk of the Court +
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How To Appeal Welcome

Court Forms The United States Court of Appeals for Veterans Claims is a national court of record, established under +

Court proposes
changes to Rules of

Article I of the Constitution of the United States. The Court has exclusive jurisdiction to provide judicial
review of final decisions by the Board of Veterans' Appeals, an entity within the Department of Veterans
Affairs.

and Fees

Practice and

Procedure
The Court provides veterans an impartial judicial forum for review of administrative decisions by the Misc. Order 10-22

Board of Veterans' Appeals that are adverse to the veteran-appellant’s claim of entittement to benefits for
service-connected disabilities, survivor benefits and other benefits such as education payments and USCAVC COVID-19
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Click on Java Web Start Login
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Log into CM/ECF (File a Docurgent in
Java Web Start Login®

Traditional Applet Login (Internet Explorer Only)

[ *Please see information below regarding Java Web Start and browser compatibility. ]

(\

/_/ Search Cases (view Public Docket Sheets)

Having a CM/ECF Problem? CONTACT US!

OR visit our E-Filing Home Page or CM/ECF FAQ Page

CM/ECF System Notices
Attention CM/ECF Users

The Court of Appeals for Veterans Claims will be briefly conducting maintenance activities on CM/ECF between the hours of 8:00 and
9:00 PM EST on Tuesday, January 3, 2023. Please be aware that the system may be unavailable during this time. G

[ Posted January 3, 2023 ] @

Attantinn CMIECE Ilcare
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The first time CM/ECF is run with Java Web Start, you may have to perform additional steps to ensure the
browser is properly configured to allow Java Web Start and the CM/ECF application to run properly. See
the images below. Java Web Start must be the default program used to open the k2ajnlp file. See

Examples:

Google Chrome

[ hitps://efiling.uscourts.cavegov, X

& C 8 https://efiling.uscourts.cave.gov/cmecf-test/servlet/TransportRoom?serviet=Login & %

This icon means Chrome will open the file
using Java Web Start. Click the arrow and
Always open files of this type.

When logging in for the first time, Java
Web Start may not be the default
program set to open this file. Click

Show in folder to open the Downloads

folder. See page 7 on how to ensure

( A that Java Web Start will open .jsp files.

Open

Click the arrow again and click Open.

Always open files of this type

Show in folder 4—7

# Cance

&l k2ajnlp (1)jsp v Showall | X

J

Mozilla Firefox

Opening k2ajnlp.jsp

You have chosen to open:

L) K2ajnlp.jsp
which 1= ]

from: https://efiling.uscourts.cave:

This icon means Firefox will open the
file using Java Web Start. Check the
box for Do this automatically for
files like this from now on and click

What should Firefox do with this file? > oK

" Openwith | Java(TM) Web Start Launcher (default) o

If Java Web Start Launcher is not in
the dropdown list, see page 7 on how
(4] Do this autoratically for files like this from now on, to ensure that Java Web Start will

open .jsp files.

i) Save File

Settings can be changed using the Applications tab in Firefox's Options,

QK Cancel




Microsoft Edge

(im| (3 nttpsy//efiling.uscourts.cave.gov, X | =

— O
« G @M () httpsy//efilinguscour... 2 A Q {5 @ & | 1= 4 (@ =
Downloads B oa - 2
4| keainlpjsp
See more

e

This icon means Edge will open the file
using Java Web Start. Click Open file

When logging in for the first time, Java
Web Start may not be the default
program set to open this file. Click the
folder icon to open the Downloads
folder. See below on how to ensure that
Java Web Start will open .jsp files.




Ensure that Java Web Start will open JSP files

1. Find the location of the javaws program. Click the Windows button and type "javaws". Click Open
file location. An explorer window will open with the location of the program.

All Apps Documents ~ Web

Best match

IEVES
Run command
Search the web .
javaws

javaws - See web results Run command

javaws viewer

javaws download =7 Open

Javaws- viewer O Run as administrator

’ o o Open file location
javaws-viewers

javaws url_of_jnlp

javaws.exe file

Manage bin

Home Share View Application Tools
H S vV JA .
, Iah Cut il = x @ T New item ~ \/j [ open - £ select all

W= Copy path ]:J Easy access ™ Edit Select none
Pmat(u(i:lkk Copy Paste ] Paste shorteut r\;ﬂ;\"e Ctgpvy Delvete Rename f:e;:r Prop‘erties STy 28 nvert selaction
Cligk =l = Open Select
T » This PC > Local Disk (C:) > Program Files (x86) > Java > jre1.8.0.241 > bin ~ O £ Search bin

B This PC ~ ] Name Date modified Type Size
¥ 3D Objects javafx_fontdll 1/23/2020 12:29 PM Application extens... 58 KB
B Deskiop & javafx_iio.dll 1/23/2020 12:29 PM Application extens... 136 KB
: B java-rmi.exe 1/23/2020 12:29 PM Application 17 KB
- Documents |2:] javaw.exe 1/23/2020 12:29 PM Application 189 KB
¥ Downloads 1< | javaws.exe 1/23/2020 12:29 PM Application 295 KB
& Music jawt.dll 1/23/2020 12:29 PM Application extens... 15 KB
= Pictures JAWTACccessBridge-32.dll 1/23/2020 12:29 PM Application extens... 16 KB
‘ Videos jdwp.dlil 1/23/2020 12:29 PM Application extens.. 163 KB
2 Local Disk (C3) Jfrdll 1/23/2020 12:29 PM Application extens... 24 KB
- APPLICATIONS (WCAVC- Jfxmedia.dll 1/23/2020 12:29 PM Application extens... 13 KB
= COMMON (\\CAVC-YME jhxwebkit.dll 1/23/2020 12:29 PM Application extens... 49,278 KB
~ CMECF () B jjsexe 1/23/2020 12:29 PM Application 17 KB
jlidil 1/23/2020 12:29 PM Application extens.. 157 KB
s COURTWIDE (WCAVC-VI hd jp2iexp.dll 1/23/2020 12:29 PM Application extens... 212 KB

128 items  1item selected 294 KB



After logging in to CM/ECF, a file called k2ajnlp.jsp file will be downloaded. By default, it should
be saved in the Downloads folder. Open the Downloads folder.

Mew

File Home Share View
a Cut & Moveto ~ M Delete -
we Copy path
Copy I Copyto = =[ Rename
Clipboard Organize
ra « 4 3 » ThisPC » Downloads
£ Mame
3 Quick access
kZajnlp.js|
w Desktop e e
MNew tolder (3]
3 Downloads
; Documents
CAVC APPS
v oL
2 items 1item selected 17.1 KB

HH select all
= j Select none
Properties
- & = Invert selection

Open Select

v | ) Search Do... 0@
Date modified
2020 1:08 PM

5/202012:43 PM

[T=]

[T=]

>

Right click on k2ajnlp.jsp and click Open with. Select Java Web Start Launcher. If you don't see

it, click Choose another app.

F B - | Downloads

Haome Share View
& Cut

we Copy path
Copy

Clipboard

M

s Quick access
m Desktop
3 Downloads

: Documents

& Moveto = 3 Delete -

| Copyto * =[ Rename

MNew

folder

Organize

+ » ThisPC » Downloads

Mame

L2zinln icn
Open
Edit

Scan for Viruses...

Mew

Adobe Acrobat
Adobe Dreamweaver C54
Google Chrome

- Java(TM) Web Start Launcher

Motepad
= WordPad

Choose another app

Open with

Cisco AMP For Endpoints
Send to

Cut
Copy

Create shortcut
Delete

Rename

Properties

FH select an
Select none

Properties
- o~ Invert selection

Open Select
w 0 Search Do... 0@
Date medified

9/4/2020 1:08 PM



4. Check the box for Always use this app to open .jsp files. Scroll down and look for Java Web
Start Launcher. If you don't see it, click More apps.

How do you want to open this file?

Other options ~

Adobe Acrobat

w Adobe Dreamweaver C54
E Google Chrome

E MNotepad

O

WordPad

«/ Always use this app to open Jsp files

oK

5. Scroll down and look for Java Web Start Launcher. If you don't see it, click Look for another app
on this PC.

How do you want to open this file?

E Launch Windows App
. Office XML Handler
Paint

Windows Media Player
E Windows Photo Viewer
ﬁ Word 2016

Look for another app on this PC

&/ Always use this app to open Jsp files

OK



6. Click the appropriate folders to get to the javaws.exe program. See the path from step 1. Select

javaws.exe and click Open.

4 Open with... X
« v 1 « Java » jre1.8.0_241 * bin » v O O Search bin
Organize ~ New folder =~ O @
29 DONE ah A Name Date n
I Desktop [ jabswitch.exe 1/23/2
DIGIT_CLERK || java.exe 1/23/2
= forms (\\cmecf-inside.uscourts.cavc.goviopt\ACECR\| =) javacpl.exe 1/23/2
[ java-rmi.exe 1/23/2
@, OneDrive - United States Court of Appeals for Veteran Al oo 1/23/2
W This PC 2] Javaws.exe 1/23/2
3 3D Objects W jsexe 1/23/2
wj /23/

BB Desktop - jp2launcher.exe 1/23/2
: W keytool.exe 1/23/2

= Documents _—
3 '™ kinit.exe 1/23/2

D load _—
ownloaas ) Wistexe 1/23/2
d Music ] ktab.exe 1/23/2
& Pictures = aman

>

File pame: |javaws.exe

V| Programs (*.exe;*.pif;*.com;*.bal ~

Cancel

”~

W

L%

8.

Check the box for Do not show this again and click Run.

Do you want to run this application?

‘(_/(') Publisher: United States Court of Appeals for V ...

_ Location:  https:/fefiing. uscourts.cave.gov

This application will run with unrestricted access which may put your computer and personal
information at risk. Run this application only if you trust the location and publisher above.,

#7766 rot show this again for apps from the publiher and location abova

E Mare Information C

ancel

If you see this window, click OK.

Association Warning

Association already exists with extension .ik2. Do you f'\
want to replace? AR,
Name: Attorney CM/ECF-A
Location: https:/fefiling.uscourts.cave.gov
Cancel

The assodiation is currently used by "C:\Program Files (388 )\Javaljrel.8.0_161\bin\javaws.exe”
“-locaffile” -open” "061"

“hitps://efiling.uscourts.cave.gov/cmedf/servlet TransportRoom?servist=k 2ajnip. jsphjsessionid=8
3BFC27DR4 543CEEC258DCBRUser]d: 112W1=M%2FLM30b8edunYkg7ETIjrY%2BK
SxjlLrd”.

W

10



9. After logging in, keep these 3 windows open while working in CM/ECF. You may minimize the
windows, but do not close them.

pug Attorney CM/EC.. —

CM/ECF

% Closing this window terminates CM/ECF.

pig Startup Page

Filing Reports Utilities Logout Help

U.S. Court of Appeals CM/ECF
Official Attorney Electronic Document Filing System

This facility is for Official Court Business only. Activity to and from this site is logged Document filings on this
system ave subject to Federal Rule of Appellate Procedure, Rule 25. Evidence of unauthorized or criminal activify
will be forwarded to the appropriate law enforcement afficials under I8USCIS2 and 3571
Welcome
Welcome to the U.S. Court of Appeals Case Management/FElectronic Case Files System_ Please select an option
from the menu.

Last login Mar 18, 2019 9:26:26 AM EDT

Court Information
- efiling.uscourts.cave.gov/cme X +
<« c @ @ # & https://efiling.uscour e & 9 | Q Search + N @O =

L} Most Visited @ Getting Started T How to enable Java in ... @ Login

11



Changing Password

To change the password, click on Utilities — Update My Account. The password must be at least 8
characters and contain at least 2 non-alpha characters.

pi Startup Page

Filing Reports Logout Help

NOoUce J0 ASEeS O NIe[E

Logging out

Log out of CM/ECF properly by clicking Logout — Logout CM/ECF.

Filing Reports Utilities) Help

<
a R

Receive notices for cases of interest

To receive notices for cases that you want to follow but are not involved with, click Utilities — Notices for
Cases of Interest.

Notice for Cases of Interest

pi E-mail Notice for Cases of Interest for McBeal, Ally

Filing Reports Utilities Logout Help
Note: These settings will apply only to notices for cases of interest.

) Enter E-mail Address:

@) Choose E-mail Address on File:

| netid@yahoo.com

Notice of Docket Activity Frequency:

(@ Individual for each transaction

 Daily summary

Enter Case Numb | |

| searchaadd ||

Ses

nterest Selected

Remove

I Update I

lDoneI




